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Reliability Standards are not statutes. They are industry-developed obligations
that carry federal force through FERC approval and are enforced through

delegation. Understanding that delegation chain explains why your audit can feel
political.
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Disclaimer & Legal Notice

This publication is the work product of Energy Compliance, Inc. and is provided for general
information and educational purposes only. It does not constitute legal advice, regulatory guidance,

or formal interpretation of any NERC Reliability Standard, FERC order, or Regional Entity directive.

This publication may not be used or cited as authority in any audit, enforcement, regulatory, or legal
proceeding. Compliance with NERC Reliability Standards depends on facts and circumstances
unique to each registered entity, and the reader should consult qualified counsel and subject matter

experts when making compliance decisions.

NERC, FERC, and the names of Regional Entities are referenced here for descriptive purposes only.
Energy Compliance, Inc. is not affiliated with, sponsored by, or endorsed by the North American
Electric Reliability Corporation, the Federal Energy Regulatory Commission, or any NERC Regional

Entity.

Energy Compliance, Inc. assumes no responsibility or liability for errors, omissions, or outcomes

resulting from the use of this publication.
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Foreword

This professional reference is one of a series Energy Compliance, Inc. publishes for

registered entities and the people who run their compliance programs.

| have spent more than thirty years on every side of the bulk electric system. | have
operated control centers as a Reliability Coordinator, Transmission Operator, and
Power System Operator. | have audited grid facilities and signed off on findings as a
senior compliance auditor. | have worked enforcement matters from inside the
regulator's process. For the last several years | have advised registered entities directly

through the firm | founded.

The entities that do reliability well share a habit. They take the standards seriously
without confusing them with reliability itself. They know a NERC Reliability Standard is a
floor, not a ceiling. They know compliance is something an auditor evaluates, while
reliability is something a system either delivers or does not. So they prepare for audits

by building programs that survive real questions, not binders that look thick.

That is the perspective these references try to share. Each one takes a single topic,
whether a standard family, an operational function, a regulatory framework, or an

emerging industry challenge, and walks through how it actually works.

They are written for the compliance manager who wants to understand the system and
not just memorize requirements. For the legal counsel who has to brief a board

honestly. For the senior operator who has been told that compliance and reliability are
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the same thing and suspects they are not. And for the new compliance hire who was

handed a binder and told good luck.

These references are not marketing material dressed up as content. They come from
three decades of doing this work and watching it succeed and fail. | wrote them in the
same voice | use in a control room or in front of a Regional Entity audit team: direct,

grounded in evidence, and honest about what the standards do and do not require.

Energy Compliance exists because much of the consulting offered to registered entities
today is structured for billable hours rather than for outcomes. Every engagement is
overseen by a senior practitioner. We do not bring five people to a meeting that needs
one. We automate the work that should be automated and apply senior judgment to the
work that requires it. If that is what you want in a compliance partner, the back of this

reference has our contact information.

If not, the reference still belongs to you. Take what is useful and apply it well. And

remember the only test that ultimately matters: when the system needs to perform, does

it?

Rob Smith

Founder and Principal, Energy Compliance, Inc.
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Executive Summary

The NERC Reliability Standards are not technical manuals. They are federally enforceable
obligations grounded in Section 215 of the Federal Power Act. That status is why the
framework's institutional design matters. Congress separated who writes the standards, who
approves them, who enforces them, and who reviews the enforcement. Know that architecture
and you know what each part of the system can and cannot do to you.

This reference walks the architecture from the statute down to the evidence an auditor asks for:
the legal foundation, the anatomy of a standard, the major standard families, the logic of
Measures and evidence, Regional Entity oversight, and how the whole structure has changed
since mandatory enforcement began in 2007.

Section 215 is what turned reliability from a best practice into a federal obligation. Read
it once. It explains more about NERC's authority than the standards do.

Every standard follows a fixed structure, and the structure serves enforceability. Only the
applicability, the Requirements, and the effective dates are mandatory. Everything else
explains how compliance will be judged.

Operations standards govern real-time decisions. Planning standards govern future
conditions. Protection standards govern containment. Knowing which family applies tells
you which audit posture to expect.

The Violation Risk Factor and Violation Severity Level together set the starting penalty
band. The table is public, in the NERC Sanction Guidelines. Run your own
Requirements through the table before an auditor does.

The framework adapts. Revisions trace to disturbances, FERC directives, technology
change, and stakeholder requests, and every standard comes up for review at least
once every ten years.

From the Field

The institutional design exists because Congress decided in 2005 that voluntary reliability was not
sufficient. The design reflects that political moment as much as technical necessity.
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1 The Legal and Institutional
Foundation of the Reliability
Standards

Knowing the Reliability Standards is not the same as understanding them. Understanding them
means knowing the legal foundation underneath, the delegated enforcement mechanism that
applies them, and the registered functions they attach to. Four features define that foundation:

e The standards apply only within a defined jurisdictional domain, the bulk-power system.

¢ They do not regulate competitive market processes, retail rates, or facilities used in local
distribution.

¢ Their authority comes from statute, not from industry agreement.

¢ They create enforceable obligations that, over time, shape operating practice,
documentation discipline, and corporate governance across the industry.

This reference covers the institutional design of the standards: how Requirements are
structured, why Measures are worded the way they are, how risk is stratified, and how NERC,
the Regional Entities, and FERC divide the work of enforcement. It is not an implementation
guide. The content and wording of individual standards will keep changing. The institutional
logic underneath them has held steady, and that logic is the subject here.

1.1 Why the Standards Are Enforceable

The standards are not enforceable because the industry developed them through a voluntary,
consensus process. They are enforceable because Section 215 of the Federal Power Act,
added by the Energy Policy Act of 2005, says so. Section 215(b)(1) gives FERC jurisdiction
over the Electric Reliability Organization, the Regional Entities, and all users, owners, and
operators of the bulk-power system, and it requires every one of those users, owners, and
operators to comply with Reliability Standards that take effect under the section.

The history explains the design. When FERC approved the first set of mandatory standards in
Order No. 693, it said its action was informed by the August 14, 2003 blackout, which affected
an estimated 50 million people and 61,800 megawatts of load across the Midwest, the
Northeast, and Ontario. The joint United States-Canada task force found the blackout was
caused by several entities violating NERC's then-effective policies and Reliability Standards,
and it identified the need for legislation making reliability standards mandatory and enforceable
with penalties. Section 215 was the answer. It converted a voluntary coordination regime into a
regulatory one, subject to Commission review and approval.
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1.2 Certification of the ERO and the Approval Path

FERC issued Order No. 672 on February 3, 2006, implementing Section 215 and setting the
process for certifying a single Electric Reliability Organization. On July 20, 2006, FERC certified
NERC as the ERO under Section 215(c). As the ERO, NERC develops Reliability Standards
through a stakeholder process and files them with FERC.

A filed standard is not yet enforceable. Under Section 215(d)(2), FERC may approve a
proposed standard if it is just, reasonable, not unduly discriminatory or preferential, and in the
public interest. FERC gives due weight to NERC's technical expertise on content, but it does not
defer on a standard's effect on competition. A proposed standard takes effect only upon
Commission approval. If FERC disapproves a standard in whole or in part, Section 215(d)(4)
requires a remand to NERC. Under Section 215(d)(5), FERC may also order NERC, on its own
motion or on complaint, to submit a new or modified standard addressing a specific matter. That
is the statutory root of every FERC directive you will see referenced in a standards project.

The first large approval came quickly. Order No. 693, issued March 16, 2007 and effective June
4, 2007, approved 83 of the 107 standards NERC had filed. The industry-created system now
carried a federal mandate.

1.3 Delegation to the Regional Entities

The statute contemplates delegation. Section 215(e)(4) directed FERC to issue regulations
allowing the ERO to delegate authority to a regional entity for proposing standards and
enforcing them, provided the regional entity is governed by an independent board, a balanced
stakeholder board, or a combination, and the delegation promotes effective and efficient
administration of reliability. In April 2007, NERC entered into delegation agreements with eight
Regional Entities. Today there are six: the Midwest Reliability Organization, the Northeast
Power Coordinating Council, ReliabilityFirst, SERC Reliability Corporation, Texas Reliability
Entity, and WECC.

The Regional Entities conduct compliance monitoring and audits, process self-reports, review
Mitigation Plans, and carry enforcement actions within their footprints. The authority to impose a
penalty, however, stays inside the federally approved structure. Under Section 215(e)(1) and (e)
(2), the ERO may impose a penalty only after notice and an opportunity for a hearing, and only
after filing notice and the record with FERC. The penalty cannot take effect before the 31st day
after that filing, and FERC may review it on its own motion or on application filed within 30 days.
FERC also keeps independent authority under Section 215(e)(3) to order compliance and
impose penalties itself.

1.4 The Jurisdictional Boundary

The jurisdiction is limited and deliberate. Section 215(a)(1) defines the bulk-power system as
the facilities and control systems necessary for operating an interconnected transmission
network, plus the electric energy from generation needed to maintain transmission reliability. It
expressly excludes facilities used in the local distribution of electric energy. Section 215(i)(1)
gives the ERO authority to develop and enforce standards for the bulk-power system only.
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The statute draws other lines as well. A reliability standard cannot require anyone to enlarge
facilities or build new transmission or generation capacity (Section 215(a)(3)), and neither the
ERO nor FERC may set standards for the adequacy or safety of electric facilities or services
(Section 215(i)(2)). States keep their authority to act for the safety, adequacy, and reliability of
electric service within their borders, as long as the state action is not inconsistent with a
Reliability Standard. New York may go further and adopt rules that produce greater reliability
within the state, provided they do not reduce reliability outside it (Section 215(i)(3)).

The line between transmission and local distribution is not a technical nicety. It is a jurisdictional
line. In practice, NERC applies it through the Bulk Electric System definition in the NERC
Glossary: unless modified by the inclusions and exclusions listed there, all Transmission
Elements operated at 100 kV or higher and Real and Reactive Power resources connected at
100 kV or higher. That definition is the threshold for registration, for asset classification, and for
whether a given standard reaches a given facility.

1.5 Function, Not Corporate Form

Reliability Standards attach to registered functions, not to companies. One company may be
registered as a Transmission Operator, a Balancing Authority, a Generator Operator, a Planning
Coordinator, and a Distribution Provider, and each function carries its own set of Requirements
across different standards. The standards do not care about the business model. They care
about the reliability-related behavior that goes with each function. Registration is governed by
Section 500 of the NERC Rules of Procedure and the Statement of Compliance Registry
Criteria in Appendix 5B. Getting registration right is the first compliance decision an entity
makes, and every later applicability question depends on it.

1.6 How a Standard Gets Written

Standards are developed under the NERC Rules of Procedure, Section 300, and the Standard
Processes Manual in Appendix 3A. Any entity or individual can propose a project by submitting
a Standard Authorization Request documenting its scope and reliability benefit. A drafting team
of stakeholders writes the language. Drafts go through formal comment periods, the first at least
45 days long, and ballots of a ballot pool drawn from the Registered Ballot Body. Approval
requires a quorum of at least 75% of the ballot pool and a two-thirds majority of the weighted
segment votes cast, followed by a final ballot. The NERC Board of Trustees then adopts the
standard and directs staff to file it with FERC and the applicable governmental authorities in
Canada. FERC approves it, remands it, or approves it and directs modifications.

1.7 Hybrid Rules and Risk-Based Enforcement

That process gives the standards a hybrid character. They are not rules imposed by a sovereign
regulator acting alone, and they are not customary industry practice either. They must be
specific enough to survive administrative-law scrutiny and broad enough to fit very different
systems, technologies, and operating conditions across North America.

Enforcement is risk-based. Each Requirement carries a Violation Risk Factor and a set of
Violation Severity Levels, and both feed the penalty determination under the NERC Sanction
Guidelines (Appendix 4B to the Rules of Procedure). Section 215(e)(6) requires that any penalty
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bear a reasonable relation to the seriousness of the violation and take into account the entity's
efforts to remedy it in a timely manner. Notices of Penalty and settlements are filed with FERC,
and those filings show how the risk-based process was applied in each case.

The regulatory context also explains the drafting style. Because a standard is a regulatory
instrument rather than a contract, each Requirement has to name the responsible function, state
the obligation, and state the conditions under which it applies. Imprecision in any of those three
creates enforcement risk. Over time, FERC orders have pushed toward specificity, objectivity,
and measurability, and that pressure is part of why compliance documentation looks the way it
does.

The standards also sit inside a wider body of reliability work: seasonal and long-term reliability
assessments, disturbance and event analyses, and guidance documents. Those documents
give context and can shape how a standard is understood. The standards themselves remain
the mandatory text. Read them as instruments issued under delegated statutory authority,
because that is what they are. Their terminology, arrangement, and structure follow from that
character.

End-of-Chapter Summary

The Reliability Standards draw their force from Section 215 of the Federal Power Act. NERC
develops them as the FERC-certified ERO, FERC approves them before they take effect and
reviews every penalty, and the Regional Entities carry out monitoring and enforcement under
delegation agreements. The standards apply to registered functions on the bulk-power system,
stop at local distribution, and are enforced on a risk basis. Their content has to satisfy three
demands at once: legal adequacy, operational practicality, and fit within a federally approved
reliability regime.
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2 The Architecture of a Reliability
Standard

Every Reliability Standard follows a common structure, and the structure is not arbitrary. It exists
so that each standard can be enforced, read the same way in every Region, and measured.
Understand the structure before you study any standard family, or the Requirements will look
more procedural than they are.

2.1 The Components and Which Ones Bind

Section 2.5 of the Standard Processes Manual lists the components a standard may include:
title, number, Purpose, Applicability, Effective Dates, Requirements, and compliance elements
(the Measures, Violation Risk Factors, and Violation Severity Levels), plus version history, any
Variance, and the Compliance Enforcement Authority.

The same section then draws the line that matters most: the only mandatory and enforceable
components of a Reliability Standard are the applicability, the Requirements, and the effective
dates. The rest is there to inform and to tell entities how compliance will be assessed. Keep that
distinction in front of you. It settles a surprising number of arguments.

2.2 Purpose and Applicability

The Purpose statement names the reliability outcome the standard is meant to achieve. It is
brief, but it tells you what risk the drafting team had in mind. An operations standard usually
aims at real-time reliability, a planning standard at system performance under future
contingencies, and a protection standard at detecting and isolating faults. The Purpose informs
interpretation. It does not create obligations.

Applicability is a threshold determination. Section 302 of the Rules of Procedure requires each
standard to identify clearly the functional classes of entities responsible for complying, along
with its geographic scope and any Facility limitations. A Requirement is enforceable only against
an entity registered for a function listed there. Applicability works as a jurisdictional filter, and it
is built on the same functional model as registration. A Requirement addressed to a
Transmission Operator reaches a different set of activities than one addressed to a Planning
Coordinator, even when the two sit in the same standard.

2.3 Defined Terms

Defined terms are more than a convenience. The NERC Glossary of Terms Used in Reliability
Standards supplies standardized definitions, developed through the same standards process
and approved by FERC. Section 302 of the Rules of Procedure calls for consistent terminology,
and any class of entity a standard applies to must be defined in the Glossary. When a
capitalized term appears in a Requirement, it carries its Glossary meaning. Without that, each
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Region could read the term its own way and the standard would lose its continent-wide
uniformity. Many interpretive disputes turn on a defined term, which means a Glossary definition
can carry direct enforcement consequences.

2.4 Requirements and Their Types

Requirements are the backbone. They are numbered, written in mandatory language, and,
under the Standard Processes Manual, each one identifies the responsible functional entity, the
action or outcome to be achieved, the conditions, and the reliability benefit. Parts within a
Requirement (1.1, 1.2, and so on) let a specific element be evaluated on its own, so a partial
failure can be assessed as patrtial.

Not all Requirements are built the same way. The Standard Processes Manual describes three
types:

¢ Performance-based Requirements define an outcome with a direct, observable effect
on reliability that can be measured with power system data.

¢ Risk-based Requirements define actions that reduce a stated risk, measured by
evaluating a product or outcome of those actions.

e Capability-based Requirements define capabilities an entity must have, measured by
demonstrating that the capability exists.

The type tells you what kind of evidence will close the question. A real-time Requirement asks
whether the system was kept within limits. A program Requirement asks whether the program
exists and was carried out.

2.5 Measures

A Measure accompanies each Requirement and identifies the evidence, or types of evidence,
that may demonstrate compliance. Section 302 of the Rules of Procedure requires each
performance Requirement to be objectively measurable by a knowledgeable third party and to
have one or more associated measures. A Measure does not create a Requirement and cannot
expand one. It shows how compliance may be demonstrated.

Chapter 8 covers how Measures have shifted toward evidence of implementation.

2.6 Violation Risk Factors and Violation Severity Levels

Each Requirement is assigned a Violation Risk Factor (VRF) and one or more Violation Severity
Levels (VSLs). The drafting team develops them alongside the standard, but the Standard
Processes Manual is explicit that they are not part of the standard itself, and the NERC Board of
Trustees approves them.

The VRF identifies the potential reliability significance of noncompliance with a Requirement.
There are three levels: Lower, Medium, and High. VRFs are set before any violation occurs.
They say nothing about whether a violation happened. Requirements tied to real-time control or
protection performance, where a failure could affect stability or contribute to Cascading, tend to
carry High VRFs. Planning and documentation Requirements, where the immediate effect on
the grid is less direct, tend to carry Lower or Medium VRFs.
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The VSL defines the degree to which compliance was not achieved. The Sanction Guidelines
use four levels: Lower, Moderate, High, and Severe. VSLs are assessed after a violation,
against the criteria written for that Requirement. The Standard Processes Manual prefers four
VSLs per Requirement, though some Requirements have fewer because their noncompliance
does not come in degrees.

Together, the VRF and VSL set the starting point for a penalty. The Sanction Guidelines publish
the table. The ranges below are per day that a violation continues, before adjustment for entity
size, assessed risk, duration, the Violation Time Horizon, and aggravating or mitigating factors.

Violation Risk Lower VSL Moderate VSL High VSL Severe VSL
Factor

Lower $1,000-$3,000 $2,000-$7,500 $3,000-$15,000 $5,000-$25,000
Medium $2,000-$30,000 $4,000-$100,000 $6,000-$200,000 $10,000-$335,000
High $4,000-$125,000 $8,000-$300,000 $12,000-$625,000 $20,000-$1,291,894

The top cell carries the 2020 figure the guidelines cite. The guidelines cap any penalty at the
current inflation-adjusted maximum civil penalty in 18 C.F.R. § 385.1602(d), which is $1,584,648
per violation, per day as of October 2026. The regulation controls.

The Violation Time Horizon matters too. Under the Sanction Guidelines, violations with short
time horizons, such as Real-time Operations, generally carry a higher multiplier than those with
long horizons, such as Long-term Planning, all else being equal.

2.7 Attachments, Variances and Interpretations

Some standards carry attachments: performance tables, contingency tables, calculation
methods, or criteria. An attachment that a Requirement references is part of what the entity
must meet. This is how the standards handle technical assessments where a small change in a
parameter changes the result.

A Variance is a Requirement applied in place of the continent-wide Requirement for a specific
geographic area or set of entities. Regional standards serve a similar purpose for one Region;
BAL-001-TRE-2, Primary Frequency Response in the ERCOT Region, is one example.
Interpretations are narrower than many people assume. Under Section 7 of the Standard
Processes Manual, a valid Interpretation may only clarify the meaning of a Requirement's
language. It may not alter the scope or language of a Requirement and does not explain how to
comply.

End-of-Chapter Summary

A Reliability Standard follows a consistent template whose enforceable core is the applicability,
the Requirements, and the effective dates. Defined terms fix meaning, Measures identify
evidence, and VRFs and VSLs set a risk-weighted penalty starting point. The result is risk-
based, measurable, and enforceable under Section 215.

Energy Compliance, Inc. - - Page 12



EC-WP-103 - NERC Standards: Institutional Design and Authority

3 Operations Standards and Real-
Time Reliability Authority

The operations standards govern activity on the Bulk Electric System in real time and near real
time. They sit mainly in the BAL, TOP, and IRO families, with support from COM
(Communications) and PER (Personnel Performance, Training, and Qualifications). Their job is
to keep frequency, voltage, and thermal loading within defined limits. They were written knowing
that operating decisions get made under time pressure, often with incomplete information, so
they have to be enforceable and still clear enough to act on in minutes.

3.1 Balancing: The BAL Family

The BAL standards address the Balancing Authority's job of balancing generation, load, and
interchange to support Interconnection frequency.

The family is performance-heavy. BAL-001-2 sets real power balancing control performance
through Control Performance Standard 1 and the Balancing Authority ACE Limit. BAL-002-3,
the Disturbance Control Standard, requires recovery of Area Control Error after a Balancing
Contingency Event. BAL-003-2 addresses Frequency Response and Frequency Bias Setting.
Reliability here is measured in frequency response and Area Control Error, not in the
paperwork. The evidence is mostly performance data, disturbance reports, and calculations.

3.2 Transmission Operations: The TOP Family

The TOP standards set obligations for Transmission Operators to operate within limits and keep
their areas reliable. TOP-001-6 requires each Transmission Operator to act to maintain the
reliability of its Transmission Operator Area, through its own actions or by issuing Operating
Instructions. It requires a Real-time Assessment at least once every 30 minutes and requires
the Transmission Operator to initiate its Operating Plan to mitigate an SOL exceedance found
through Real-time monitoring or a Real-time Assessment.

The expected evidence is what you would expect from a control room: dated operator logs,
time-stamped voice recordings or transcripts, Operating Instructions, and computer logs
showing the assessments ran.

3.3 Reliability Coordination: The IRO Family

The IRO standards apply to the Reliability Coordinator, whose authority reaches beyond any
single transmission system or Balancing Authority Area. The Glossary describes the Reliability
Coordinator as the highest level of authority responsible for the Reliable Operation of the Bulk
Electric System, with a Wide Area view and the authority to prevent or mitigate emergencies in
next-day analysis and real-time operations.
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In IRO-001-4, Requirement R1 obligates the Reliability Coordinator to act to address the
reliability of its area, by direct action or by issuing Operating Instructions. Requirement R2
obligates the Transmission Operator, Balancing Authority, Generator Operator, and Distribution
Provider to comply with those instructions unless they cannot be physically implemented or
would violate safety, equipment, regulatory, or statutory requirements. The hierarchy is real, but
it preserves functional boundaries: the Reliability Coordinator directs, and the entity that owns or
operates the resource carries out the action.

3.4 SOLs, IROLs and Why the VRF Climbs

System Operating Limits and Interconnection Reliability Operating Limits are defined terms with
specific technical and jurisdictional content. An SOL covers the Facility Ratings, System Voltage
Limits, and stability limits used to monitor and assess pre- and post-Contingency operating
states. An IROL is an SOL that, if violated, could lead to instability, uncontrolled separation, or
Cascading outages that adversely affect the reliability of the Bulk Electric System.

The consequence of exceeding an IROL is larger, and the standards reflect that. IRO-009-2
requires the Reliability Coordinator to act so that an IROL exceedance is relieved within the
IROL's Tv, the time allowed before the exceedance must be corrected, and its key
Requirements carry High VRFs.

3.5 Procedures Versus Performance

Many operations Requirements call for an Operating Plan, a study, or a procedure developed
ahead of time. Those documents are not ends in themselves. They exist so that operators are
ready when conditions turn. In an enforcement review, the hardest question is often whether the
procedure was applied, not whether it existed. Programs should be able to show that
procedures were used as required, with records made at the time.

3.6 Communications and Timing

The operations standards treat coordination failure as a reliability risk in its own right.
Requirements to notify, share data, and issue or confirm instructions recognize that the risk is
organizational as well as technical. A late notification can degrade reliability even when every
piece of equipment works. Evidence for these Requirements is the record of the communication:
logs, recordings, and electronic messages with time stamps.

End-of-Chapter Summary

The BAL, TOP, and IRO standards set enforceable obligations for real-time operation:
performance criteria, lines of authority, procedures, and communications that keep frequency,
voltage, and loading within limits. Their High VRFs reflect the cost of getting real time wrong.
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4 Planning and System Performance
Standards

The planning standards deal with reliability risk over the longer term. Where the operations
standards govern behavior in real time, the planning families (principally TPL, FAC, and MOD)
ask whether the system has been designed, analyzed, and organized to withstand defined
contingencies. They are preventive by design. The goal is to find a foreseeable problem before
operations reveal it.

4.1 Transmission Planning: The TPL Family

TPL-001-5.1 establishes transmission system planning performance requirements within the
planning horizon. Planning Coordinators and Transmission Planners must assess system
performance for a specified set of planning events, from the normal system condition (Category
PO) through progressively more severe events, as laid out in the standard's Table 1. The
assessment must use specified performance criteria, assumptions, and models, and it must
identify deficiencies.

The performance tables show how technical content becomes enforceable. Voltage limits,
thermal loading thresholds, and stability criteria are stated in measurable terms. A table a
Requirement references is not commentary. Once approved, it is part of what the entity must
meet.

The family has grown. TPL-007-4 addresses planned performance for geomagnetic disturbance
events, and TPL-008-1 addresses extreme temperature events.

4.2 Facilities: The FAC Family

The FAC standards cover interconnection requirements, interconnection studies, Facility
Ratings, vegetation management, and System Operating Limits methodology. Their reliability
purpose is that the capability shown in planning and operating tools matches the real capability
of the equipment. FAC-008-5's stated purpose is Facility Ratings determined on technically
sound principles. Its Requirements (R1 to R3 and R6) require Generator Owners and
Transmission Owners to document how they determine ratings and to have ratings consistent
with that documentation.

The institutional point of the family is input accuracy. A perfect study run on a wrong rating is still
wrong.

4.3 Models and Data: The MOD Family

The MOD (Modeling, Data, and Analysis) standards govern how the models used for planning
and operating decisions are built, validated, and exchanged. MOD-032-1 sets consistent data
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requirements and reporting procedures for planning cases. MOD-026-2 addresses verification
and validation of dynamic models and data. MOD-033-3 addresses steady-state and dynamic
system model validation. An outdated or wrong model produces wrong assumptions about how
the grid will behave in a contingency. The evidence for these standards is the record of
validation, updates, and data exchanges between entities.

4.4 Corrective Action Plans

When a planning assessment finds that the system does not meet the performance criteria,
TPL-001-5.1 requires a Corrective Action Plan. That is not a real-time obligation. It is a planned
response that can be carried out over time. The design accepts that not every planning
deficiency can be fixed at once, while requiring that each one be documented and addressed.
That gives the planning horizon a flexibility the operating horizon does not have.

4.5 Calibrating Risk in the Planning Horizon

VRFs in the planning standards are calibrated differently than in the operations standards. A
planning failure creates long-term risk, but its immediate operational effect may not be visible.
TPL-001-5.1 still carries High and Medium VRFs, and the Sanction Guidelines' time-horizon
factor generally treats long-term planning violations more lightly than real-time ones, all else
being equal. The calibration reflects when the harm would arrive, not whether it matters.

4.6 Markets, Interconnection and a Changing Resource Mix

The planning standards interact with market and interconnection processes, but they stay
focused on reliability. Transmission expansion, generator interconnection studies, and load
forecasts all feed whether a planning standard is met. The standards do not decide commercial
outcomes, and Section 215 does not let them require anyone to build new capacity.

Planning standards get revised when the system changes underneath them. Today the drivers
include the growth of inverter-based resources, the retirement of conventional generation, and
the arrival of large new loads. Those are reasons to expect continued revision of planning
models and performance criteria. The planning families work as the framework's forward-looking
safeguard: the system should perform acceptably across reasonably foreseeable events, and
any shortfall should be understood and either mitigated through a documented plan or shown
not to be a concern.

End-of-Chapter Summary

The TPL, FAC, and MOD standards make long-term system performance a regulatory
obligation. They require contingency assessments against measurable criteria, Facility Ratings
grounded in sound principles, and models that represent the system accurately enough to trust
the studies. Their institutional goal is prevention: adequate contingency analysis and
documented corrective action before the operating horizon arrives.
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5 Protection and Control Standards
and Disturbance Containment

The PRC (Protection and Control) standards address whether protection systems detect,
isolate, and contain faults on the Bulk Electric System before instability spreads. They are
neither purely operational nor purely planning. They sit in between, covering the design,
maintenance, testing, coordination, and performance analysis of the automatic systems that act
when the electrical system goes abnormal.

Protection systems have to operate quickly and correctly. Failing to operate when needed, or
operating when not needed, both create reliability risk. The PRC family exists to manage both.

5.1 Maintenance and Testing

PRC-005-6 requires each Transmission Owner, Generator Owner, and Distribution Provider to
establish a Protection System Maintenance Program covering its Protection Systems, Automatic
Reclosing, and Sudden Pressure Relaying. An entity using time-based maintenance must
perform the minimum activities within the maximum intervals prescribed in the standard's tables.
Establishing the program (Requirement R1) carries a Medium VRF. Performing the
maintenance on schedule (Requirement R3) carries a High VRF.

That split says a lot about the framework. The intervals reflect experience with how components
fail. What matters for enforcement is the obligation to test at the specified intervals and correct
what the testing finds. The evidence is dated test records, maintenance logs, and records of
corrective work.

5.2 Remedial Action Schemes

PRC-012-2 governs Remedial Action Schemes, and PRC-017-1 covers their maintenance and
testing. The Glossary defines a RAS as a scheme designed to detect predetermined System
conditions and automatically take corrective actions, such as adjusting or tripping generation,
tripping load, or reconfiguring the System, to meet reliability objectives including limiting the
impact of Cascading or extreme events. The older term Special Protection System now points to
the RAS definition. Because a RAS acts without operator intervention, its design review,
performance analysis, and coordination among affected entities all matter, and the standard
addresses each.

5.3 Misoperations

Misoperations have long drawn attention from both standards developers and enforcement. The
Glossary defines a Misoperation as the failure of a Composite Protection System to operate as
intended for protection purposes, and it lists the categories, from failure to trip to unnecessary
trips. PRC-004-6 requires entities to identify and correct the causes of Misoperations. The
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expectation is ongoing scrutiny of protection performance, not a review only after a major event.
PRC-002-5 supports that work by requiring disturbance monitoring and reporting data.

5.4 Coordination

Coordination between transmission and generation protection is a recurring theme. Poor
coordination can trip equipment unnecessarily and add stress to the grid during an event.
Standards such as PRC-019-2 (coordination of generating unit capabilities, voltage regulating
controls, and protection), PRC-023-6 and PRC-025-2 (relay loadability), PRC-026-2 (relay
performance during stable power swings), and PRC-027-1 (coordination of Protection Systems
for performance during faults) reflect the reality that no station's protection settings are
independent of its neighbors'.

5.5 Risk Calibration Inside PRC

The VRF pattern in PRC follows the same logic as the rest of the framework. Requirements
whose failure could contribute directly to Cascading carry higher VRFs. Requirements that set
up programs or documentation carry lower ones because they are one step removed from
immediate system stability. The PRC-005-6 split between R1 and R3 is the clearest illustration.

5.6 Technology and Inverter-Based Resources

Protection standards have changed with the technology. Digital relays, wide-area monitoring,
and modern communications have changed what protection systems can do and what records
they can produce. The newest PRC standards address inverter-based resources directly: PRC-
028-1 for disturbance monitoring at IBRs, PRC-029-2 for frequency and voltage ride-through,
and PRC-030-1 for mitigation of unexpected IBR events. PRC-029-2 has been in force since
October 1, 2026, following FERC approval, and replaces PRC-029-1.

Protection is the containment layer of the reliability architecture. Real-time operations handle the
conditions operators can see. Planning assumptions cannot cover every unusual contingency.
Protection limits the impact of an event and stops it from propagating. The enforceable elements
of PRC put automatic fault handling at the center of BES reliability.

End-of-Chapter Summary

The PRC standards set regulatory requirements for the design, maintenance, testing,
coordination, and performance analysis of protection systems and Remedial Action Schemes.
Their purpose is disturbance containment and the prevention of Cascading through reliable
automatic fault clearing. They apply a risk-based compliance model in which Requirements
closest to system stability carry the highest risk factors.
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6 Emergency Preparedness and
System Restoration Standards

The emergency preparedness standards, chiefly in the EOP family, deal with low-probability,
high-consequence events that threaten the Bulk Electric System. The operations standards
cover normal and stressed conditions where normal control actions can bring the system back.
The EOP standards cover the conditions where normal control actions are not enough. Their
purpose is to have emergency response, coordination, and restoration plans in place before a
major disruption.

6.1 Emergency Operations and Extreme Weather

EOP-011-4 addresses emergency operations. Other EOP standards address specific threats:
EOP-008-2 covers loss of control center functionality, EOP-010-1 covers geomagnetic
disturbance operations, and EOP-012-3 covers extreme cold weather preparedness and
operations. These standards accept that some events, whether weather, fuel supply problems,
equipment failures, or wide-area instability, cannot be handled through routine corrective action.
Plans have to be defined in advance so that actions can be taken quickly even when real-time
information is limited and communications are degraded.

6.2 Load Shedding Programs

Automatic load shedding is the last automatic defense against collapsing frequency or voltage.
Those programs actually live in the PRC family, not EOP: PRC-006-5 covers automatic
underfrequency load shedding and PRC-010-2 covers undervoltage load shedding, with PRC-
008-0 and PRC-011-0 addressing maintenance and testing of the related equipment. Expect the
evidence to center on program design, settings that match the design, and maintenance records
for the equipment that carries it out. The emergency plans in EOP depend on these programs
working, which is why they belong in the same conversation.

6.3 System Restoration

Restoration planning is a core obligation of Transmission Operators and Reliability
Coordinators. EOP-005-3 requires each Transmission Operator to have a restoration plan built
around Blackstart Resources, with the Reliability Coordinator's approved copy in its primary and
backup control rooms. The Transmission Operator must verify, through analysis of actual
events, a combination of steady-state and dynamic simulations, or testing, that the plan
accomplishes its intended function at least once every five years. It must also have Blackstart
Resource testing requirements under which each Blackstart Resource is tested at least once
every three calendar years. EOP-006-3 sets the Reliability Coordinator's role in coordinating
restoration across its area.
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Restoration capability cannot be assumed. It has to be demonstrated, and the standards say
how.

6.4 Event Reporting

EOP-004-4 makes disturbances visible. Each Responsible Entity must have an event reporting
Operating Plan (Requirement R1, Lower VRF) and must report the events listed in Attachment 1
by the later of 24 hours after recognizing that a reporting threshold was met or the end of the
next business day (Requirement R2, Medium VRF). The standard accepts either its own
Attachment 2 form or the Department of Energy's OE-417 form, which lets one report satisfy
both NERC and DOE. A revised version, EOP-004-5, is scheduled to take effect October 1,
2027.

6.5 Roles and Escalation

The EOP standards put weight on procedures and coordination so that every party knows its
role during an emergency. That design reduces uncertainty at the moment it is most dangerous,
and it makes the escalation of authority clear. The Reliability Coordinator's authority to issue
Operating Instructions under IRO-001-4 does not pause in an emergency. It matters most then.

VRFs in the EOP family follow the familiar pattern. Requirements tied to load shedding
performance or restoration readiness carry more weight. Documentation and planning
Requirements may carry lower VRFs, but they remain mandatory because the emergency
response depends on them.

The EOP family follows the same review-and-revise cycle as the rest of the framework. Its
newer standards on extreme cold weather and geomagnetic disturbances show it growing to
meet specific threats.

The emergency standards are the framework's last line. When planning assumptions fail and
operating controls run out, they supply the structure for stabilization and restoration. Their
enforceability makes the point plainly: the ability to restore the system and take part in
emergency procedures is an obligation, not an option.

End-of-Chapter Summary

The EOP standards set regulatory requirements for emergency operations, event reporting, and
system restoration, working alongside the PRC load shedding programs. Their institutional goal
is coordinated stabilization and restoration after severe disturbances, built on plans that are
prepared, tested, and reported before they are needed.
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7 Critical Infrastructure Protection
Standards and Cyber Reliability

The CIP (Critical Infrastructure Protection) standards extend the reliability framework to cyber
and physical security of the Bulk Electric System. Section 215 itself makes room for this: its
definition of a reliability standard includes requirements for the operation of existing facilities,
"including cybersecurity protection,” and its definition of reliable operation includes withstanding
a cybersecurity incident.

The CIP standards do not regulate a company's general information technology environment.
Their focus is BES Cyber Systems and the associated assets whose compromise could affect
reliable operation. The goal is that the grid can keep operating reliably in the face of deliberate
attack, cyber or physical.

7.1 Classification Before Obligation

The CIP family is built so that classification comes before obligation. FERC's Order No. 791
(issued November 22, 2013, 78 FR 72756) approved the Version 5 CIP standards, under which
BES Cyber Systems are categorized as High, Medium, or Low Impact based on their effect on
reliable operation, and every BES Cyber System must be categorized at least as Low Impact.

CIP-002-5.1a carries that categorization today. It rates BES Cyber Systems, not facilities. A
BES Cyber System is High Impact only if it is used by and located at certain Control Centers
listed in Section 1 of Attachment 1. Medium and Low Impact follow the asset criteria and
thresholds in Sections 2 and 3. The identification process in Requirement R1 carries a High
VRF. Requirement R2 requires the identifications to be reviewed at least once every 15
calendar months and approved by the CIP Senior Manager. The other CIP standards then apply
controls that scale with the impact rating. High Impact systems carry the broadest and most
demanding set of controls.

CIP-002-8, approved by FERC in Docket RD25-8-000, takes effect July 1, 2028. CIP-002-7 is
retired immediately before CIP-002-8 takes effect.

7.2 Perimeters and Controls

Each CIP standard addresses a security domain: security management controls (CIP-003),
personnel and training (CIP-004), Electronic Security Perimeters (CIP-005), physical security
(CIP-006), system security management (CIP-007), incident reporting and response planning
(CIP-008), recovery plans (CIP-009), configuration change management and vulnerability
assessments (CIP-010), information protection (CIP-011), communications between Control
Centers (CIP-012), supply chain risk management (CIP-013), and physical security (CIP-014).
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Electronic and physical perimeters define where controls apply. Inside them, the Requirements
combine technical detail with enforceable language on access control, monitoring, and
authentication. The evidence expectation goes beyond policy statements to proof that the
controls work on the actual systems.

7.3 Incident Response and Recovery

The incident response and recovery standards accept that controls will not stop every threat.
CIP-008 covers incident reporting and response planning, and CIP-009 covers recovery plans
for BES Cyber Systems. They hold entities accountable for preparation and response, not for
guaranteeing that no incident occurs.

7.4 Directives and the CIP Revision Cycle

No family shows FERC's directive authority more clearly. In Order No. 822 (January 21, 2016),
FERC approved revisions to seven CIP standards and directed NERC to develop protections for
transient electronic devices used at low impact BES Cyber Systems. In Order No. 850 (October
18, 2018), FERC approved new supply chain risk management standards and directed NERC to
bring the Electronic Access Control or Monitoring Systems associated with medium and high
impact systems into their scope. CIP-013-2, the current supply chain standard, addresses those
systems, and CIP-003-9 Requirement R2, Attachment 1, Section 5 now requires Transient
Cyber Asset and Removable Media malicious code risk mitigation at assets containing low
impact BES Cyber Systems (CIP-010-4 Requirement R4 covers high and medium impact
systems). The rules keep moving because FERC's understanding of the threat keeps moving,
and the next set of CIP revisions is already scheduled.

7.5 Risk Calibration

VRFs in the CIP family follow the reliability consequence of noncompliance. Requirements tied
to access control, system security management, and incident response tend to carry higher
VRFs because an unmitigated cyber intrusion can have serious consequences quickly.
Documentation-oriented Requirements may carry lower VRFs, and CIP-002 Requirement R2 is
one example, but they remain enforceable as part of the governance structure.

The CIP standards bring cybersecurity risk into the Section 215 reliability regime. They do not
set operating rules. They secure the control systems that the operating rules depend on. The
institutional logic is continuity of control and data integrity in the face of accidental or deliberate
breach. Cyber reliability has become part of operational reliability, and as electronic systems
spread through generation, transmission, and control, the standards can be expected to treat it
that way even more.

End-of-Chapter Summary

The CIP standards carry the Reliability Standards into the cyber and physical security of BES
Cyber Systems. They classify systems by impact, define perimeters, and impose controls
through a risk-based structure, because cybersecurity and BES reliability are now tied together.
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8 Measures, Evidence, and the Logic
of Demonstrated Compliance

A standard is enforceable only if both the Requirement and the way compliance will be judged
are clear. Measures supply the second half. Each Measure identifies the evidence, or types of
evidence, that may demonstrate compliance with its Requirement. In practice, it states the
institution's expectation of proof.

8.1 What a Measure Does and Does Not Do

Measures are not freestanding obligations. The Standard Processes Manual lists them among
the compliance elements that inform entities how compliance will be assessed, and it names
only the applicability, Requirements, and effective dates as mandatory and enforceable. A
Measure does not expand or change a Requirement.

That does not make Measures unimportant. They shape the auditor's starting position.

8.2 From Policy Evidence to Performance Evidence

In earlier versions of many standards, the Measures pointed to documented policies and
procedures. As compliance monitoring matured, later versions pointed to evidence of
implementation. Experience showed that having a policy on file did not protect reliability, and it
did not survive an audit either. Current Measures call for dated logs, time-stamped records,
study reports, configuration baselines, maintenance records, and the output of automated
systems.

There is an asymmetry worth naming. Suppose a Requirement says "develop and implement a
process," and the Measure calls for dated documentation showing the process was carried out.
Without that documentation, the auditor will start from the position that the process was not
carried out. A policy alone will not avoid a finding.

8.3 A Worked Example

IRO-001-4 makes the point concrete. Requirement R1 says each Reliability Coordinator shall
act to address the reliability of its area, through direct action or Operating Instructions. Measure
M1 says the evidence may include, but is not limited to, dated operator logs, dated records,
dated and time-stamped voice recordings or transcripts, and electronic communications. The
Requirement states the obligation. The Measure tells you what the audit team will want to see.
Neither tells you how to run your control room. That is still your job.

8.4 Reliability Standard Audit Worksheets

NERC publishes Reliability Standard Audit Worksheets (RSAWSs). Under NERC's RSAW
Review and Revision Process, an RSAW is a guide that describes the types of evidence an
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entity may use to demonstrate compliance and how the ERO may assess that evidence.
RSAWSs do not require specific evidence, they are not meant to impose a single approach to
assessing compliance, and they may not be used to change the scope or intent of a standard.

Read the RSAW as a preview of the audit, not as a rewrite of the standard. Where the RSAW
and the standard seem to diverge, the approved standard and the governing FERC orders
control.

8.5 VSLs and Evidence

Violation Severity Levels connect to the evidence structure. Depending on the Requirement, a
VSL may turn on whether required actions were fully taken, partly taken, or not taken; on how
far performance fell short of a threshold; or on how complete and timely the documentation was.
EOP-004-4 Requirement R2 is a clean example: its VSLs step up with how late a report was
submitted. The VSL ties the sufficiency of the evidence to the severity assigned to the violation.

The logic of proof in the standards balances two needs. The standard must not be so loose that
paper compliance passes, and it must not be so prescriptive that it cannot accommodate
different systems or keep up with technology.

The gaps that produce findings are predictable: documentation not retained, required analyses
or tests not documented, tests not performed on time, or implementation that never matched the
documented program. Penalty determinations also weigh the risk the violation posed and any
mitigating circumstances, so the evidentiary consequences of the same gap can differ with the
risk involved.

8.6 Self-ldentification

Self-reporting and self-certification are part of the monitoring system. An entity that finds
possible noncompliance through its own controls can report it. The record then shows how the
issue was found, how it was corrected, and what was done to prevent recurrence. The numbers
show it working. In NERC's 2025 annual report, registered entities self-identified about 85% of
reported noncompliance, and the ERO Enterprise resolved about 83% of filed or submitted
noncompliance as Compliance Exceptions and 14% as Find, Fix, Track and Report items,
neither of which involves a settlement or monetary penalty.

Measures and evidence expectations are not administrative detail. They are load-bearing parts
of the structure. They turn general obligations into something an auditor can test, and their
evolution tracks the maturing of the regulatory framework and the lessons of enforcement.

End-of-Chapter Summary

Measures do not change what a Requirement says, but they set the auditor's starting position,
and they have moved from policy evidence to performance evidence. Tied to VSLs and to self-
identification, they keep enforcement focused on implementation rather than on the existence of
a policy.
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9 Regional Entity Oversight and the
Administration of Compliance

The Reliability Standards are administered under a delegated compliance monitoring regime.
NERC is the ERO, but the Regional Entities carry out most of the on-the-ground monitoring
under FERC-approved delegation agreements. The delegation reflects geography, the structure
of the bulk-power system, and North American history. It also adds a layer of institutional
complexity between the writing of a standard and its effect in a control room.

9.1 The Delegated Model

The Regional Entities conduct Compliance Audits, Spot Checks, Self-Certifications, and
Compliance Investigations; process Self-Reports, Periodic Data Submittals, and Complaints;
review Mitigation Plans for the adequacy of proposed corrective action; and bring enforcement
actions. Those monitoring methods are set out in Section 4 of the Compliance Monitoring and
Enforcement Program, Appendix 4C to the Rules of Procedure. The Regional Entities act under
NERC oversight and FERC review. They are also closer to the operating reality of the entities
they monitor, which puts them in a position to apply real expertise in judging how a Requirement
applies in a particular setting.

Most monitoring is not an audit. In 2025, Self-Certifications made up about 87% of CMEP
monitoring activities, Compliance Audits about 10%, and Spot Checks about 3%, according to
NERC's annual report.

9.2 Risk-Based Scoping

The CMEP provides standard procedures for finding and handling noncompliance while leaving
room for judgment. Under Appendix 4C, the Compliance Enforcement Authority performs risk-
based Compliance Audits and tailors each audit's scope using NERC-approved risk-based
processes, including Inherent Risk Assessments and consideration of internal controls. For
Balancing Authorities, Reliability Coordinators, and Transmission Operators, Section 403 of the
Rules of Procedure requires a Compliance Audit at least once every three years. The
Compliance Enforcement Authority may also open an unscheduled audit at any time it
reasonably finds necessary, and must do so if FERC directs.

9.3 Judgment Within Procedure

An investigation of possible noncompliance may require detailed technical review of system
data, protection settings, operating records, and cybersecurity information. Applying a
Requirement may depend on specific system conditions. Operators and planners manage
reliability as a continuous, dynamic process. Compliance review looks back afterward and asks
narrower questions: were the established procedures followed, were the required studies
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performed, were the limits respected. The standards were written to narrow discretion in
operating decisions, but some design and operating questions still call for judgment, by the
entity and by the auditor.

9.4 From Finding to Disposition

Enforcement outcomes move up the chain. Appendix 4C provides for minimal-risk
noncompliance to be resolved as a Compliance Exception and for minimal or moderate risk
noncompliance to be handled through the Find, Fix, Track and Report process. More serious
matters go through settlement or a Notice of Penalty, which NERC files with FERC under
Section 215(e). Those filings support deterrence, and reading them is the most direct way to
see how the Commission and the ERO apply the standards in practice.

9.5 Events and Feedback

The Regional Entities also take part in event analysis. After a significant reliability event, they
may work with NERC on the analysis that identifies causes and lessons. The Rules of
Procedure provide for analysis of significant system events and off-normal events in Sections
807 and 808, and the lessons can feed a Standard Authorization Request. That feedback loop,
from event to analysis to standard, recurs throughout the framework.

9.6 Consistency Across Regions

Variation among Regional Entities comes up regularly. Geography, system configuration, and
each Region's history can shape where audits focus. NERC and FERC both stress consistent
enforcement. Section 402 of the Rules of Procedure requires NERC to oversee each Regional
Entity's execution of the CMEP through annual program reviews, program audits, performance
metrics, and risk-based monitoring, with the stated aim of consistency and fairness. The tension
between local knowledge and continental uniformity is built into the design. It is managed, not
eliminated.

End-of-Chapter Summary

Six Regional Entities carry out compliance monitoring and enforcement under delegation from
the ERO, pursuant to Section 215 of the Federal Power Act, with NERC oversight and FERC
review. They audit, investigate, process self-reports and self-certifications, and take part in
event analysis. That work links the day-to-day operation of the Bulk Electric System to the
enforcement process and keeps the Requirements accountable and consistent.
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10 Evolution of the Reliability
Standards and Institutional
Adaptation

Since mandatory enforcement began, the Reliability Standards have not stood still. New
versions have arrived in response to new technology, lessons from disturbances, FERC orders,
and experience with compliance monitoring. The statute has not been rewritten. The standards
built on it have been revised steadily.

10.1 From Documents to Performance

The early mandatory standards leaned toward procedure and documentation of policies. Order
No. 693 required the ERO to submit significant improvements to 56 of the 83 standards it
approved. As enforcement experience built up, NERC and FERC concluded that many
provisions needed revision. Revisions increasingly required evidence of implementation,
verifiable performance criteria, and clear conditions for when a Requirement applies. Drafting
conventions also changed, to narrow the room for inconsistent interpretation and to tie the
language more closely to the physical and operating characteristics of the system.

10.2 Event-Driven Change

The 2003 blackout, covered in Sections 1.1 and 1.2, is the defining case, and Section 9.5
describes the loop that carries lessons like it from event analysis into a Standard Authorization
Request.

10.3 Technology-Driven Change

Technology has changed the pace. Inverter-based resources, more sophisticated relaying,
distributed resources, and digital automation have changed how the grid behaves and what the
standards must address. In Order No. 901 (October 19, 2023), FERC directed NERC to develop
standards addressing inverter-based resource reliability at all stages of interconnection,
planning, and operations. The results are visible in the PRC and MOD families, including PRC-
029-2, in force since October 1, 2026, following FERC approval. Registration has followed the
same path: the Glossary definitions of Generator Owner and Generator Operator now include
Category 2 entities that own or operate non-BES inverter-based resources aggregating to 20
MVA or more at a common point of connection of 60 kV or higher.

On the cyber side, the same forces have driven revisions to the CIP standards, from the Version
5 framework through supply chain and transient asset protections to the revisions scheduled for
2028 and beyond.
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10.4 The Development Process Itself

The development process has matured. The Standard Processes Manual now runs in its fifth
version, effective November 28, 2023. It sets out the Standard Authorization Request, the
technical justification expected for a new or substantially revised standard, the comment and
ballot periods, and the drafting team's duty to respond to comments. It also requires every
standard to be reviewed at least once every ten years from its effective date or latest Board-
adopted revision, whichever is later. FERC's involvement is visible throughout, through
directives, remands, and approvals with conditions.

The tension between flexibility and prescription persists. Highly prescriptive Requirements can
age quickly when technology moves fast. Requirements that are not clear enough invite
inconsistent enforcement. Each revision has to strike that balance again. The stronger revisions
replace method-of-work Requirements with performance Requirements wherever performance
can be measured cleanly.

10.5 Risk-Based Oversight

Compliance oversight has become risk-based. Inherent Risk Assessments and consideration of
internal controls now shape the scope of audits under Appendix 4C, and the Sanction
Guidelines weigh assessed risk in setting penalties. Instead of applying the same scrutiny to
every Requirement for every entity, the ERO Enterprise focuses its attention where the potential
impact on reliability is greatest.

10.6 Interconnection Differences

Some reliability issues look different in each Interconnection because of system design and
operating practice. Continent-wide standards are applied across those differences, and the
framework accommodates them through Variances and regional standards. Section 215(d)(3)
directs the ERO to rebuttably presume that an Interconnection-wide regional entity's proposed
Interconnection-wide standard is just, reasonable, not unduly discriminatory or preferential, and
in the public interest, and Section 215(d)(2) has FERC give due weight to that entity's technical
expertise.

The regime has absorbed disturbance analysis, technology change, and enforcement
experience while keeping its basic shape, and that ability to adapt is a large part of why it
remains relevant.

End-of-Chapter Summary

The Reliability Standards keep changing in response to disturbances, technology, FERC
directives, and enforcement experience, while the statutory and structural foundation stays put.
That is the adaptive character of the Section 215 regime.
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Glossary

Terms in this glossary are defined in the NERC Glossary of Terms Used in Reliability Standards
unless another source is noted. Definitions are quoted or closely summarized for reference and
education. Consult the current NERC Glossary, the NERC Rules of Procedure, and Section 215
of the Federal Power Act for authoritative text.

Term

Balancing Authority (BA)

Bulk Electric System (BES)

Bulk-power system

Electric Reliability Organization
(ERO)

Interconnection Reliability
Operating Limit (IROL)

Measure

Misoperation

Planning Coordinator (PC)

Energy Compliance, Inc.

Meaning in this paper

The responsible entity that integrates resource plans ahead of time, maintains
Demand and resource balance within a Balancing Authority Area, and supports
Interconnection frequency in real time.

Unless modified by the inclusions and exclusions in the NERC Glossary, all
Transmission Elements operated at 100 kV or higher and Real Power and
Reactive Power resources connected at 100 kV or higher. It does not include
facilities used in the local distribution of electric energy.

The statutory term in Section 215(a)(1) of the Federal Power Act: facilities and
control systems necessary for operating an interconnected electric energy
transmission network, and electric energy from generation facilities needed to
maintain transmission system reliability, not including facilities used in the
local distribution of electric energy.

The organization certified by FERC under Section 215(c) of the Federal Power
Act, the purpose of which is to establish and enforce reliability standards for the
bulk-power system, subject to Commission review (Section 215(a)(2)). FERC
certified NERC as the ERO on July 20, 2006.

A System Operating Limit that, if violated, could lead to instability, uncontrolled
separation, or Cascading outages that adversely impact the reliability of the Bulk
Electric System.

A compliance element that identifies the evidence or types of evidence that may
demonstrate compliance with the associated Requirement (Standard Processes
Manual, Section 2.5).

The failure of a Composite Protection System to operate as intended for
protection purposes. The Glossary lists the specific categories.

See Planning Authority: the responsible entity that coordinates and integrates
transmission Facilities and service plans, resource plans, and Protection
Systems.
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Term Meaning in this paper

Reliability Coordinator (RC) The entity that is the highest level of authority who is responsible for the
Reliable Operation of the Bulk Electric System, has the Wide Area view of the
Bulk Electric System, and has the operating tools, processes and procedures,
including the authority to prevent or mitigate emergency operating situations in
both next-day analysis and real-time operations.

Reliability Standard Audit A guide provided by the ERO that describes types of evidence registered entities

Worksheet (RSAW) may use to demonstrate compliance with a Reliability Standard and how the
ERO may assess that evidence. RSAWSs do not require specific evidence and may
not change the scope or intent of a standard (NERC RSAW Review and Revision
Process).

Remedial Action Scheme (RAS) A scheme designed to detect predetermined System conditions and
automatically take corrective actions that may include adjusting or tripping
generation, tripping load, or reconfiguring a System. The Glossary lists what a
RAS is meant to accomplish and what does not individually constitute one. The
older term Special Protection System now refers to this definition.

System Operating Limit (SOL) All Facility Ratings, System Voltage Limits, and stability limits, applicable to
specified System configurations, used in Bulk Electric System operations for
monitoring and assessing pre- and post-Contingency operating states.

Transmission Operator (TOP) The entity responsible for the reliability of its "local" transmission system, and
that operates or directs the operations of the transmission Facilities.

Transmission Planner (TP) The entity that develops a long-term (generally one year and beyond) plan for
the reliability (adequacy) of the interconnected bulk electric transmission
systems within its portion of the Planning Authority area.

Violation Risk Factor (VRF) A factor that identifies the potential reliability significance of noncompliance
with a Requirement: Lower, Medium, or High (Standard Processes Manual,
Section 2.5; Sanction Guidelines).

Violation Severity Level (VSL) A defined level of the degree to which compliance with a Requirement was not
achieved: Lower, Moderate, High, or Severe (Standard Processes Manual, Section
2.5; Sanction Guidelines).
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How Energy Compliance Can Help

The architecture in this reference is what an audit team carries into the room. Here is where EC
helps most.

Registration, applicability, and program design

Registration and applicability analysis, so your registered functions match what your facilities
do. Compliance program design and improvement, reliability governance and program
assessments, and operational and engineering reliability alignment build a program on the
structure in Chapters 1 and 2. NERC reliability and compliance advisory support and NERC
compliance program support, interpretation, and audit preparation keep it current.

Audits, findings, and enforcement

Audit and enforcement support (non-advocacy); audit defense, including Notice of Penalty
response and settlement posture; mitigation planning and Self-Report development; RSAW
production and data request strategy; and regulator-perspective program reviews that test
whether a program would survive real questions.

Senior advisory, training, and standards engagement

Senior advisory, meaning direct engagement on complex reliability questions; training and
executive briefings on reliability frameworks; and industry engagement in standards
development and working-group participation. Each engagement is scoped to the entity's role,
function, and bulk system impact.

WattOps Compliance and RenewOps

WattOps Compliance is EC's NERC compliance evidence platform (wattopscompliance.com),
built for the performance evidence Chapter 8 describes. EC will run one standard at one facility
through WattOps at no cost (CIP standards excluded). RenewOps is EC's renewable operations
monitoring and analytics platform, with a Data Center module, for the operations data behind
the real-time and protection obligations in Chapters 3 and 5.

If you have never mapped your program to the architecture in this reference, start there.
Website: energycomplianceinc.com - Email: rsmith@complianceforenergy.com

Phone: 763.438.4427
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About the Author

Rob Smith is the Founder and Principal of Energy Compliance, Inc., with more than
thirty years in the industry on every side of the system. He began in control-room
operations as a Reliability Coordinator, Transmission Operator, and Power System
Operator across RTO/ISO and utility control centers. On the regulator side, he was a
senior compliance auditor and subject matter expert for NERC Reliability Standards. He
audited grid facilities, evaluated mitigation adequacy, participated in risk-based
oversight of utility mitigation activities, and supported the development of violation
notifications and settlements in FERC-directed enforcement actions. He conducted a
regulatory audit in the Sultanate of Oman against the Sultanate's Sector Law and Grid

Code.

He founded Energy Compliance, Inc. to deliver senior regulator-side compliance

authority without the layered staffing and billable-hour overhead of larger firms.

Education:

e MBA, Energy Management, University of Mary

e MSL, Compliance Law, Fordham Law University

e BAS, Energy Management, Bismarck State College

e BAS, Mechanical Engineering, Metallurgy minor, University of Florida

e BAS, Criminology, St. Petersburg College (State Law Enforcement Certification)
e AAS, Power Plant Technology, Bismarck State College

e AAS, Electrical Transmission System Technology, Bismarck State College

Certifications: NERC Lead Auditor training; previously NERC-certified at the Reliability

Coordinator level; 1st Class A Boiler Engineer License, Minnesota.
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About Energy Compliance, Inc.

Energy Compliance, Inc. is an independent consulting and advisory firm based in
Bloomington, Minnesota, focused exclusively on electric reliability, cybersecurity
reliability, and regulatory compliance for organizations connected to the North American

Bulk Electric System.

We support registered entities, including Generator Owners and Operators,
Transmission Owners and Operators, Reliability Coordinators, Balancing Authorities,
and Distribution Providers. Our work spans NERC Reliability Standards, FERC orders,
RTO/ISO market participation rules, Regional Entity oversight, and state regulatory

frameworks.

We do this work differently than larger consulting firms. A senior practitioner with
regulator-side experience oversees every engagement. We staff for outcomes, not
billable hours. Our deliverables are written to be operationally executable and audit-
defensible, structured for the auditor's question rather than the consultant's binder.
Where automation can replace manual work, we build the automation. Where senior

judgment is required, the senior is in the room.

Energy Compliance is not affiliated with, sponsored by, or endorsed by the North
American Electric Reliability Corporation, the Federal Energy Regulatory Commission,

or any Regional Entity.

Learn more at energycomplianceinc.com.
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Sources and Authorities

e Federal Power Act 8§ 215, 16 U.S.C. § 8240, as added by the Energy Policy Act of
2005, Pub. L. 109-58 (August 8, 2005).
https://www.law.cornell.edu/uscode/text/16/8240

e 18 C.F.R. 8 385.1602, Civil penalties. https://www.ecfr.gov/current/titie-18/section-
385.1602

¢ Federal Energy Regulatory Commission, Order No. 693, Mandatory Reliability
Standards for the Bulk-Power System (issued March 16, 2007), 72 FR 16416.
https://www.govinfo.gov/content/pkg/FR-2007-04-04/pdf/E7-5284.pdf

¢ Federal Energy Regulatory Commission, Order on the ERO Five-Year Performance
Assessment, 149 FERC 9 61,141 (November 20, 2014).
https://www.ferc.gov/sites/default/files/2020-05/E-10_9.pdf

e Federal Energy Regulatory Commission, Order No. 791, Version 5 Critical
Infrastructure Protection Reliability Standards (issued November 22, 2013), 78 FR
72756. https://www.govinfo.gov/content/pkg/FR-2013-12-03/pdf/2013-28628.pdf

e Federal Energy Regulatory Commission, News Releases on Order No. 822 (January
21, 2016) and Order No. 850 (October 18, 2018). https://www.ferc.gov/news-
events/news/ferc-adopts-improvements-critical-infrastructure-protection-standards
https://www.ferc.gov/news-events/news/ferc-acts-cyber-security-risks-new-supply-
chain-related-reliability-standards

¢ Federal Energy Regulatory Commission, Order No. 901, Reliability Standards to
Address Inverter-Based Resources (issued October 19, 2023), 88 FR 74250.
https://www.govinfo.gov/content/pkg/FR-2023-10-30/pdf/2023-23581.pdf

¢ Federal Energy Regulatory Commission, Order Approving Reliability Standard CIP-
002-8, Docket No. RD25-8-000 (issued March 19, 2026).
https://www.govinfo.gov/content/pkg/FR-2026-03-24/pdf/2026-05715.pdf

¢ NERC Rules of Procedure (effective November 28, 2023), Sections 300, 402, 403,
500, 807 and 808. https://www.nerc.com/globalassets/who-we-are/rules-of-
procedure/nerc-rop.pdf

¢ NERC Rules of Procedure, Appendix 3A, Standard Processes Manual, Version 5
(effective November 28, 2023).
https://www.nerc.com/globalassets/who-we-are/rules-of-procedure/appendix-3a.pdf

¢ NERC Rules of Procedure, Appendix 4B, Sanction Guidelines.
https://www.nerc.com/globalassets/who-we-are/rules-of-procedure/appendix-4b.pdf

¢ NERC Rules of Procedure, Appendix 4C, Compliance Monitoring and Enforcement
Program (effective May 19, 2022).
https://www.nerc.com/globalassets/who-we-are/rules-of-procedure/appendix-4c.pdf
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NERC Rules of Procedure, Appendix 5B, Statement of Compliance Registry Criteria,
Revision 8.
https://www.nerc.com/globalassets/who-we-are/rules-of-procedure/appendix-5b.pdf
NERC, Reliability Standard Audit Worksheet (RSAW) Review and Revision Process.
https://www.nerc.com/globalassets/programs/compliance/rsaws/nerc-reliability-
standard-audit-worksheet-rsaw-review-and-revision-process.pdf

NERC, Glossary of Terms Used in NERC Reliability Standards.
https://www.nerc.com/glossary-of-terms

NERC, Reliability Standards by Family. https://www.nerc.com/standards/reliability-
standards

NERC Reliability Standard IRO-001-4, Reliability Coordination — Responsibilities.
https://www.nerc.com/globalassets/standards/reliability-standards/iro/iro-001-4.pdf
NERC Reliability Standard IRO-009-2, RC Actions to Operate Within IROLSs.
https://www.nerc.com/globalassets/standards/reliability-standards/iro/iro-009-2.pdf
NERC Reliability Standard TOP-001-6, Transmission Operations.
https://www.nerc.com/globalassets/standards/reliability-standards/top/top-001-6.pdf
NERC Reliability Standard BAL-001-2, Real Power Balancing Control Performance.
https://www.nerc.com/globalassets/standards/reliability-standards/bal/bal-001-2.pdf
NERC Reliability Standard TPL-001-5.1, Transmission System Planning
Performance Requirements. https://www.nerc.com/globalassets/standards/reliability-
standards/tpl/tpl-001-5.1.pdf

NERC Reliability Standard FAC-008-5, Facility Ratings.
https://www.nerc.com/globalassets/standards/reliability-standards/fac/fac-008-5.pdf
NERC Reliability Standard PRC-005-6, Protection System Maintenance.
https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-005-6.pdf

NERC Reliability Standard PRC-004-6, Misoperation Identification and Correction.
https://www.nerc.com/globalassets/standards/reliability-standards/prc/prc-004-6.pdf
NERC Reliability Standard PRC-029-2, Frequency and Voltage Ride-through
Requirements for Inverter-Based Resources.
https://www.nerc.com/globalassets/standards/reliability-standards/prc/prc-029-2.pdf
NERC Reliability Standard EOP-004-4, Event Reporting.
https://www.nerc.com/globalassets/standards/reliability-standards/eop/eop-004-4.pdf
NERC Reliability Standard EOP-005-3, System Restoration from Blackstart
Resources. https://www.nerc.com/globalassets/standards/reliability-standards/eop/
eop-005-3.pdf

NERC Reliability Standard CIP-002-5.1a, Cyber Security - BES Cyber System
Categorization. https://www.nerc.com/globalassets/standards/reliability-standards/
cip/cip-002-5.1a.pdf

NERC Reliability Standard CIP-013-2, Cyber Security - Supply Chain Risk
Management. https://www.nerc.com/globalassets/standards/reliability-standards/
cip/cip-013-2.pdf

NERC, ORCP and CMEP Annual Report (February 11, 2026).
https://www.nerc.com/globalassets/programs/enforcement/cmep-and-vegetation-
reports/2025-orcp-and-cmep-annual-report.pdf
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